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Abstract

Cross-boundary police cooperation is a new trend for law enforcement agencies to fight
against crimes in the future. Modern organized crimes are often dominated by illegal
cross-border organizations in order to evade law enforcement agencies through conflicts of
jurisdictions in different regions. With the rapid development of technology, digital devices
are wildly used in daily life, so cross-border crimes are often accompanied by digital
evidence, which is used to build the connections between criminal groups. Under the current
framework of cross-border police cooperation, how to maintain the integrity and immutability
of digital evidence and transfer it to the corresponding agencies is a major challenge. This
research discusses the feasibility of applying blockchain technology to the chain of custody of
digital evidence and using blockchain to maintain data history, integrity, and consistency. The
proposed blockchain-oriented architecture can support flexible roles and permissions settings
by smart contracts. With the advantages of blockchain, law enforcement officers can establish
the chain of custody of digital evidence at the crime scene and effectively store, transfer and
manage digital evidence to build trust and transparency between multiple agencies in different
regions. In addition, this research focuses on the application of public chains, private chains
and alliance chains in the context of cross-border police cooperation. The research results can
provide a reference for the construction of cross-border police cooperation mechanisms

among four districts of Cross-Straits.

Keywords: Blockchain, Digital Chain of Custody, Cross Boundary Crime
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